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Context
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FP7 - STANCE Project (2012-2016)
2-STANCE

Partners: CEA-List (F, Leader), Trusted-Labs (F), Thales CS (F),
KULeuven (B), Infineon (G), SearchLab (H), Arttic (F), TU Graz (A),
Fraunhofer (G), Dassault Aviation (F)

Malin purposes: extending Frama-C for Security,
C++ front-end, ...

http://stance-project.com (links to the SW, publications, reports)
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Context (cont’d) i

FP7 STANCE’s outcomes: partial outline

Frama-C and its externsions
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Objectives / Case Study

» Aircraft e-Maintenance (on-going dev.)

Embedded web application with COTS, opensource SW components
Apache, OpenSSL, ProgreSQL, ...

Customer Support |
Infrastructure |

= How to detect CWE by FM on some critical components?
= How to strengthen the code? (cost-)efficiently? ...
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Component or Unit Robustness for Security Objectives and Requirements

How to break this causality chain?

Attacks > Exploits > CVEs —X—» CWEs
GDOID . Value Analysis
s ot detects some categories of CWEs c
Gena-CWE as alarms in C source code
[ACSL annotations]
automatically translates (most of) these alarms RAC appr oach
m E-ACSL as executable code Runtime Assertion Checking
s s [counter-measure calling contexts]
requires to implement )
these counter-measures defen5|.ve
programming
Advantages:
» pretty automatic approach
» contributes to Security Function implementation log stop .. ”d‘I’ Ps
service rules
» impacts attack surface response
» no expertise required in Formal Method

may rely on

Ce document est la propriété intellectuelle de Dassault Aviation. Il ne peut étre utilisé, reproduit, modifi€ ou communiqué sans son autorisation. Dassault Aviation Proprietary Data.
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—
C original
source code

w A /*@ assert i+l<=Max Int; */
A 4

auto-detection of some CWE
by abstract interpretation

Jo=1+ 1;
/*@ assert \valid read(p+j); */

alarms expressed X = *(ptj);
in ACSL

translates ACSL alarms
into source code

e assert ((L)i+1<=MAXINT, "OVFL") ;mp===» ?

J =1+ 1;
"CWE

instrumented" _e_valiq (P+j ,"VLD") ; L LD Ch bl
= *(pt]);
operate against
targeted CWE
e _assert ((L) i+1<=MAXINT, "OVFL") ;
j =i+ 1;
"CWE proof" e valid(p+j,"VLD") ;
= *(p+]);
CMx to be proved formally
with Frama-C tools
.: Source code
Ce document est la propriété intellectuelle de Dassault Aviation. Il ne peut étre utilisé, reproduit, modifié ou communiqué sans son autorisation. Dassault Aviation Proprietary Data. L A : CEA tools
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CURSOR - application to Apache

(server/util library)

int _ e acsl valid read 3;
_ e ac3l_walid read 3 = _ walid read((void *) (v +
2) ,3izeof (char)):

DASSAULT

AV AT ON

char *loc_tmp_0;
char *locc tmp_1;
char *loc tmp_ 2;
loc tmp = X;

e acsl assert{_ e acsl valid read_ 3, (char *) "Assertion™,
(char *)™unescape url”,
(char *)"Value: mem access:
Wwwalid read(y+2)"™,7829);
}
loc tmp & = _ e_acsl isxdigit ((int) ((unsigned char)* (¥ +
2))):
if (loc tmp &) {
char decoded;
decoded = x2c({({char consat *) (v + 1)):
if ((int)decoded == "\000') gotoc _LOR:

else
if (forbid) {
char *loc tmp 4;
loc tmp 4 = _ e acsl_strchr(forbid, (int) deccded);

/*@ assert Value: ptr_compariscn:
‘pointer comparable((void *)0,
k_.(

(void *)leoc tmp 4);

if (loc tmp 4) |
_LOR: badpath = 1;
/*@ assert Value: mem_access: \wvalid(z); */

int _ e ac3l_initialized 3:
int _ e _acsl_and 3;
e acgl initialized 3 = initialized({{void *) (& x),
- - - _ sizeof (char *));
if (_ e acsl initialized 3) {
int _ e_acsl wvalid 2;
_ e ac3l wvalid 2 = _ walid((void
*)x,3izeof (char)):
_ e ac3l and 3 = _ e _acsl wvalid 2:
I;
else e _acsl_and 3 = 0;
e_acsl asgsert(_ e acsl and 3, (char *)"Assertion"”,
{(char *)"™unescape_url",
(char *)"Value: mem access:
\\wvalid(x)",7846):
}
*x = decoded;
v += 2;
b
else goto _LEND 0O;

elae [
_LAND 0= ;
if {(reserved) {
char *loc_tmp 3:
lec_tmp 3 = _ e_acsl_strchr (reserwved, (int) decocded) -
/*@ aggert Value: ptr comparison:
\pointer comparable ((void *)0,
x4

{void *)loc_tmp 3):

if (loc tmp 3) {
char *loc tmp;

X ++2

loc tmp 0 = w»

v o+t

/*@ assert Value: mem access: \valid(loc_tmp): */

int _ e acgl initialized 4;
int _ e acsgl and 4:
_ e acsl initialized 4 = _ initialized((wveid *) (=

lec tmp) ,

3izeof (char *)):
if (__ e acsl_initialized 4) {
int _ e aecsl valid 3:
_ e acsl walid 3 = _ walid( (veid #)lcc_tmp,
gizecf (char)):
_ e acsl and 4 = __ e acsl wvalid 3:
i
else e acsl and_4 = 0;
e ac3l assert{ e acsl and 4, (char *)"Assertion™,
- - (char *)™unescape url"™,
(char *)"Value: mem access:
“AWvalid(loc tmp) ",

7872) ;
b
*loc tmp = *loc tmp 07
loc tmp 1 = x;
E 5
loc tmp 2 = ¥»
v o+t
/*@ assert Value: mem access: ‘wvalid{loc tmp 1): */

{
int _ e acsl imnitialized 5;
int _ e acsl and 5;
_ e acal_initialized 5 = _ initialized((woid *) (s

loc tmp 1),

gizeof (char *));
if (_ e acsl imitialized 5) {
int _ e acsl valid 4;
_ e acsl walid 4 = _ wvalid( (void *)lcc_tmp 1,
sizeof (char)):
_ e acsl and 5 = _ e_acsl valid 4;
i
elae e aczl and 5 = 0;
e acsl_assert(_ e acsl and 5, (char *)"LAsserticn”,
(char *)™unescape url®,
(char *)"WValue: mem access:
“wwalid(lec_tmp 1)™,
LEER T
i
*loc tmp_1 = *loc tmp 27
/*@ assert Value: mem access: \valid(z); */

{

int _ e acsl initialized &;
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C original

Source code All alarms are processed,
spurious or not!

auto-detection of some CWE
by abstract interpretation

assert i+I<=Max Int; */

i 4+ 1g

. - assert \valid read(p+j); */
Some strategies may limit  beaaet * (pt3) ; .

extra-code generation mAGL

__e assert (i+1<=MAXINT, "OVFL") ; mEm——3p ?

c J =1+ 1;
"CWE 3 3 " "w .

instrumented" _e_valldl' (p+3,"VvLD") ; b L LLL L Ll g

x = *(pt+j);

operate against
targeted CWE

__e assert (i+1<=MAXINT, "OVFL") ;
C J=1i + 1;
"CWE proof" —

S CM libs can be either specific
to be proved formally

_ to the alarm context, with Erama-C tools

... or totally generic! - Source code

: CEA tools

Ce document est la propriété intellectuelle de Dassault Aviation. Il ne peut étre utilisé, reproduit, modifi€ ou commun,
: DA tools&devs
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CURSOR — a more sophisticated process Y S TAarion

fn-by-fn analysis: using the largest
initial state for context sensitive

Value analysis (case of a library)

auto-detection of some CWE
by abstractinterpretation

otherinno

ng static analysis re
< fuzzing testing
— . {confirming alarms}
C+ CWE
alarms

first experimented on
DA’s CWE benchmark

counter-example generator
{structural coverage)

WP can be used to discharge
some of the alarms

h remaining alarms
(still not discharged)

translates ACSL alarms
into executable code

C+CWE s counter-measures
operate against

instrumented targetted CWE

—

C+
CWE"proof™

ensures targetted CWE
cannot be exploited

/ — more:c:ura --><1
\ i o s i J" /'\’ u_

less accuracy, more « brut force » \

_but decreasing user efforts /

“ cursor » positioning is up to the user
according to time, expertise and cost constraints
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Conclusion and Perspectives
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e Simple and straightforward use of Frama-C plug-ins
* First experiments with CURSOR method are quite conclusive (R&T context)

 Still applicable to more critical/complex applications? (relevant counter-measures? ...)

* How CURSOR may contribute to Security Evaluation process,
Common Criteria certification, ...?
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