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Goom0 © IT’sS BEEN 5 YEARS!

Software Analyzers.
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(Let's pretend there's nothing here)
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Software Analyzers.
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Software Analyzers.

Smoke tests in WP

AST
int f2_ko(int x)
{
int r;
if (x) {
exit();
® /*@ assert Wp: SmokeTest:
roe;

}

return r;
‘WP — Goals
Scope Property
2_ko Wp_smoke_dead_call
2_ko Assigns nothing (exit)
2_ko Assigns nothing (return)
2_ko Assigns nothing (return)
2_ko Exit-condition
2_ko Termination-condition
2_ko Wp_smoke_dead_code
2 ko Wp_smoke_dead_code
2_ko Wp_smoke_dead_code

X Inspector
v Stat r++;
Location doomed_dead.i:48

\false; */

Status

« Passed (Qed 0.80ms) (Alt-Ergo) (Cached)
~ Valid (Qed)

v Valid (Qed)

« Valid (Qed)

v Valid (Qed)

« Valid (Qed)

« Passed (Alt-Ergo} (Cached)

* Doomed (Qed)

« Passed (Alt-Ergo} (Cached)

But also solvers counter examples

2024/06/13-14 —
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FEEDBACK ON FAILURE

Detailed failure in E-ACSL

cvc4_ce.i: In function 'wrong’
cvecd_ce.i:11: Error: Postcondition failed:
The failing predicate is:
‘\result = (\old(x) < 87 -\old{x): \old(x)).
With values at failure point:
- \old(x): -1
- \result: -1
Abandon (core dumped)
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Software Analyzers.

STRUCTURED REPORTING

Markdown report

‘Warnings

The table below lists the warning that have been emitted by the anal
might put additional assumptions on the relevance of the analysis results and
must be reviewed carefully

Note that this does not take into account emitted alarms: they are reported in

the next section But also
Table 1: Warning reported by Frama-C
JSON output,

Location Description

cwel26.c:29 out of bounds read. assert
\valid_read(data + i); (emitted by > SARIF OUtpUt
eva)

WP can also provide JSON for proof stats

Warning 0 (cwel26.c:29)
Message:

[eval out of bounds read. assert \valid_read(data + i);

Results of the analysis
The table below lists the alarm that have been emitted during the analysis. Any

execution starting from main in a context matching the one used for the analysis
will be immune from any other undefined behavior. More information on each

2024/06/13-14 — A. Blanchard 6/18
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> Many new domains in Eva (octagons, multidim, numerors, taints)
> Proof engineering tools in WP (strategies, tactics, cache, ...)
> Recursive functions, handled in WP, partially handled in Eva

2024/06/13-14 — A. Blanchard

ANALYSIS
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ACSL (AND MORE) SUPPORT

ACSL support:

> Ghost typing
> Various improvements in E-ACSL, Eva, WP, ...

High level Specification

Methodology for Specification and Verification of
High-Level Requirements with MetAcsl

Virgile Robles®. Nikolai Kosmatov*', Virgile Prevosto®, Louis Rilling? and Pascale Le Gall®
* Université Paris-Saclay, CEA, List, F-91120, Palaiseau, France
firstname.lastname @cea.fr
" Thales Research & Technology. Palaiseau, France
nikolaikosmatov@ gmail.com
¥ DGA., France, louis.rilling @irisa.fr
§ Laboratoire de Mathématiques et Informatique pour la Complexité et les Systemes
CentraleSupélec, Université Paris-Saclay, Gif-Sur-Yvette, France
pascale legall @centralesupelec.fr
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New machdep mechanism:
> Automatic extraction of compiler information
> Customizable YAML file

Runtime E-ACSL
> Can run in multithreaded environment
> Can run on Windows

2024/06/13-14 — A. Blanchard

HARDWARE AND OS SUPPORT
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Software Analyzers.

JUST FOR YOU, PLUG-IN DEVELOPERS

« > C Q & https//www.Frama-c.com/api/index.html R

I ama

Sottware Ansyzers

API

Frama-C:

Kernel
Analysis scripts

Plug-ins:

Alias

Aorai

Api Generator
Caligraph

Constant Propagation

> New EVA API
> Alias plug-in

2024/06/13-14 — A. Blanchard

ABOUT FEATURES DOCUMENTATION PUBLICATIONS BLOG

FRAMA-C API

This is the API documentation of Frama-C. Use the side menu for accessing the different parts of the API. Please refer to the plug-in development guide for a

detailed tutorial on how to develop Frama-C plug-ins.

The main entry point to consider is the Frarm
Simple plug-in tutorial

This short tutorial s the first part provide the first part of the tutorial section available in the plug-in development guide. It illustrates the creation of a simple plug-in,
and how to test and document it.
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Software Analyzers.

What's next?
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Making Ivette the default Frama-C GU
> What feature do you miss?
> How should we distribute it?

IVETTE
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C
SPECIFICATION

Software Analyzers.

Enhance specification
> Public contract vs. private contract
> Typestates language and plug-in
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Eva

Software Analyzers.

> Concurrent programs analysis is coming :-)
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oo Eva

> Concurrent programs analysis is coming :-)
> Incremental analysis

> Precise analysis for numeric filters

> New, more generic, internal AST
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Region memory model

Memory Map

Region
Plugin (new)

> Better counter examples
> Better Why3 integration

> Qed + Why3
> Why3 importer
> Proof server using Why3find

VC, = SoundModel

vC
Generator VC, A SoundModel = ProvedProgram
(extended)
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> Partial support for axiomatic and inductive definitions
> Labels in predicates and logic functions

> Outline runtime assertion checking

> Performances optimization (static analysis

2024/06/13-14 — A. Blanchard

E-ACSL
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> Partial support for axiomatic and inductive definitions

> Labels in predicates and logic functions

> Outline runtime assertion checking

> Performances optimization (static analysis and optimized code generation)

2024/06/13-14 — A. Blanchard

E-ACSL
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WHAT IF?

Software Analyzers.

We need a new AST
> It needs to be close to the original source code
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We need a new AST
> It needs to be close to the original source code, but
> What if it was generic enough so that it captures more language constructs?
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We need a new AST
> It needs to be close to the original source code, but
> What if it was generic enough so that it captures more language constructs?
> What if we could attach more semantic information to basic constructs?
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We need a new AST
> It needs to be close to the original source code, but
> What if it was generic enough so that it captures more language constructs?
> What if we could attach more semantic information to basic constructs?

> What if it was an ongoing effort?

2024/06/13-14 — A. Blanchard 17/18



WHAT IF?

We need a new AST
> It needs to be close to the original source code, but
> What if it was generic enough so that it captures more language constructs?
> What if we could attach more semantic information to basic constructs?

> What if it was an ongoing effort?

We target some kind of Frama-All platform

2024/06/13-14 — A. Blanchard 17/18



> Deductive proof of programs with dynamic allocation?
> Modular abstract interpretation?
> Runtime assertion checking for concurrent properties?

2024/06/13-14 — A. Blanchard

WHAT DO YOU NEED?
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C
WHAT DO YOU NEED?

ssssssssssssssssss

> Deductive proof of programs with dynamic allocation?
> Modular abstract interpretation?
> Runtime assertion checking for concurrent properties?

Thank you!
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IT’S TIME TO SAY GOODBYE

Software Analyzers.
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THANK YOU!
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